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All data from sensors being logged
and how long are they persisted? o '
Is there redundancy in the logging? Consumer is billed using payment

information on file.

Alert is sent to the smart phone.
What info is being
persisted about the user?
Compliant with PCI?
Is data safe in transit?

Carts may contain sensors to add up
purchases. Consumer walks out of the
store without lining up in checkout.
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Privacy-by-Design Principals

* Proactive not Reactive:
Preventive not Remedial

* Privacy as the default
—and

* Privacy Embedded

* Full Functionality

* End-to-end Security

* Visibility and Transparency
* Respect for User Privacy

* Privacy Impact Assessment

CSA Alliance Security Guide for Early Adopters of loT
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OUTBREAK: THE FIRST FIVE VICTIMS OF THE STUXNET WORM

The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009.
The attack started by infecting five carefully selected organizations
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Copyright Kaspersky Lab ZAO. 2014
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